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DISCLAIMER 

This White Paper is for informational purposes only.  E KRIEL AND ASSOCIATES INC. MAKES NO WARRANTIES, EXPRESS, 

IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. 

The information contained in this document represents the current view of E Kriel and Associates Inc. on the issues discussed 
as of the date of publication and is subject to change without notice based on our technical and business judgment.  Because 
E Kriel and Associates must respond to changing market conditions, it should not be interpreted to be a commitment on the 

part of E Kriel and Associates Inc., and E Kriel and Associates Inc. cannot guarantee the accuracy of any information presented 
after the date of publication. Other company, product, and service names mentioned in this document are registered 

trademarks or trademarks of their respective owners. 
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1 INTRODUCTION 

As organizations of all sizes have moved in to the 21st century they faced an ever-increasing challenge of dizzying 
technological advancements, new ways of doing business, increased globalization, and increased competitiveness.  
The Internet has paved the way for business to be conducted without regard to time and geography and 
increasingly, the traditional ways of identifying and managing the associated business risks are falling short in their 
ability to provide the necessary safeguards to conduct business in an orderly fashion.   

As businesses have adopted the Internet and large complex integrated ERP systems the auditing profession 
(internal and external) is faced with huge challenges.  The Gartner Group succinctly points this out: “Application 
auditability is impacted by the highly distributed design and volatile content orientation of many e-business IT 
systems.  Dynamic content creation, intercompany e-business integration and cross-enterprise application 
integration all fragment transaction information and complicate the process of point-in-time application recovery.i    

When we add to this additional factors like pressure on audit fees and perceived lack of value provided, we can 
confidently predict that auditors will need to equip themselves with a different approach utilizing advanced tools 
and methods to face up this challenge. 

E Kriel & Associates has been instrumental in researching this topic and has started to develop a unique approach 
which uses advanced data analysis techniques to provide an organization with a means to identify, measure and 
control risk, and to add value at the same time.  A number of positive spin-offs results from this approach as well. 

This paper is intended to more fully describe this approach and these spin-offs. 

2 OVERVIEW 

In the development of this analytical approach we have developed the D3CIFERtm brand to cover a broad suite of 
horizontally and vertically focused analytical products aimed at the most common business processes: 

D3CIFER is composed of a suite of modules of in-depth data 
analysis products aimed at harnessing the power of advanced 
analytical tools to find hidden value, in large data sources, as 
indicated by hidden relationships, data patterns, errors, 
irregularities and unusual items.  

D3CIFER addresses common risks that result from highly 
automated systems, or the exploitation thereof.  By thoroughly 
studying the data, we can extract the necessary evidence to 
assist with the rectification of the root causes of these 
problems.  

A distinguishing feature of D3CIFER is that we recognize the 
power of analytical tools to detect the conditions associated 
with maturity of certain business risks, including fraud.  We 
have developed the evidence profile for some common fraud 

risks – e.g., in the Purchase to Pay module we have identified payments to fictitious suppliers, reprocessing 
existing invoices, expense account abuse, as risks that mature frequently and are capable of detection by data 
analysis.   

It gains entry for us at the most propitious point in the risk.  We find the stewardship issues that clients raise 
almost always follow the same pattern.  What happened?  How did it happen? Why wasn't it caught sooner?  
Who is implicated?  What else could be going on? etc.  These are the questions that drive the front end of 
investigative services.  The next set of questions, - How much have we lost? Could there be more? What can we 
get back? - drive the back end of investigative services being the measurement of the loss and recovery.  The final 
stewardship question is the risk management question - How do we stop this happening again?  We have services 
throughout this cycle and use the D3CIFER profiling product as a means to advance the entry point from the 
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reactive investigation typically done by an auditor to proactive detection.  We are proposing to find risk maturities 
that are unknown to the organization so there is no stewardship concern.  

This evidence profiling approach is referred to as a deductive or top-down approach: 

Top Down 

Search for and report characteristics consistent with a prior risk hypothesis. 

Hypothesis Profile Example - Fictitious supplier 

We have over 12 profile items and a few examples are: 

¶ No credits or disputes   
¶ No trivial amounts 

¶ Supplier is always used by same user 
¶ Not  a registered or incorporated supplier 

¶ Supplier has no physical address 

We combine this top-down deductive approach with a bottom-up inductive approach, which is essentially the 
traditional auditor’s approach: 

Bottom Up 

Search for and report data characteristics and anomalies: 

Should be:  Find: 

Big   Small 
Single   Duplicates 
Debit    Credit 
Soon   Late 
Normal   Skewed 
Sequential  Gaps 
Few   Many 
New   Old 
The combination of the top-down deductive and the bottom-up inductive approaches provides the organization 
with a broader and deeper analysis than he would have obtained by using the more traditional bottoms-up 
approach on its own. 

3 D3CIFER – PURCHASE TO PAY EXAMPLE 

The section above discussed the approach that is used.  The following sections discuss how we put the approach 
into practice.   In the Purchase to Pay module we request data spanning a two year period from the Payments file, 
the Purchase Order file, the Vendor Master file, and a sub-set of the Employee Master file.   

The D3CIFER code is designed to analyze the data and deliver the results under the following headings: 

Description of Tests  (extract) 

Cash Recovery 

list duplicate payments, invoices, check numbers and purchase order numbers, 



D3CIFER – BUSINESS PROCESS ANALYSIS AND AUDIT © 2009 E Kriel and Associates Inc. All Rights Reserved 

 

May, 2009 Page 3 

System/Control Weaknesses 

¶ search for payments to invalid vendors, inactive vendors and terminated 

vendors, 
¶ search for payments to terminated employees, 
¶ list check numbers missing from sequence. 

Business Process Improvement Opportunities. 

¶ profile the top 80% of vendor payments in terms of volume of payments and 

dollar value to identify opportunities for better terms and additional discounts, 

¶ test for unusual invoice amounts (These could include negative amounts, 
amounts over a certain figure, amounts in foreign currency or amounts between 
certain values ($0 and $1), etc.), 

¶ identify cash management problems using a ‘Cycle Time Analysis’, calculate time 
period between check date and invoice due date in order to determine if the 
client is missing on the opportunity to obtain discounts from suppliers or is 
paying unnecessary interest charges, 

Master File Integrity 

¶ check for missing key vendor information: address, bank account number, 
creation date, phone number, tax ID # and vendor number, 

¶ list duplicate vendor records and vendors with duplicate addresses, 

¶ test for duplicates of the entire invoice record. 

Irregular Activity 

¶ reprocessing of supplier invoices 

¶ employee expense abuse, 

Benchmarking / Key performance Indicators 

Performance metrics which form the basis of Key Performance Indicators can usually be 
obtained easily: 

Vendor discount analysis and benchmarking data.  We can use prior developed benchmark 
data for AP which includes the following: 

¶ Invoice Processing Payment Cycle: 4 days 

¶ Invoice Discrepancy Resolution: 3 days 

¶ etc 

!ŎŎƻǳƴǘǎ tŀȅŀōƭŜ 5ŜǇŀǊǘƳŜƴǘΩǎ tŜǊŦƻǊƳŀƴŎŜ aŜtrics: 

¶ Average dollar amount of vouchers processed per month 
¶ Average number of days it takes to process an invoice 

¶ etc 

Risk Management  

Social Security Number analysis 

These are a few of the tests that are performed in a typical Purchase to Pay review and the system is flexible 
enough to allow certain tests to be omitted at the discretion of the auditor. 
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4 BENEFITS 

In a typical Purchase to Pay analysis, we have listed a number of benefits that can be obtained from using D3CIFER. 

ü High impact on the bottom line, 

Every dollar received from suppliers in respect of duplicate payment of invoices or the government in respect 
of overpayment of sales taxes, goes straight to the bottom line.  If the client recovers say, $100,000 and his 
average net profit rate is 12%, he would have to have generated $833,333 in revenues to achieve the same 
impact. 

ü Productivity gains through controlled management of risk, 

D3CIFER presents an opportunity for the client to clean up his vendor master file thus eliminating the 
problems of having inactive vendors on his master file, and hence minimizing the risk of vendor fraud. 

ü Growth of stakeholder confidence in the stewardship function, 

The client can demonstrate a pro-active approach to fraud detection and management. 

ü Opportunities to clean up vendor and employee master files, 

By removing duplicate and inactive vendors the client can speed up the routine backup and database re-
organization activities, etc. 

ü Opportunities to recover cash from vendors which have been paid more than once, 
ü Opportunities to recover cash from employees who have abused the system, 
ü Opportunities to improve future cash flow by preventing further cash leakage, 
ü Opportunities to negotiate better terms from suppliers, 

By analyzing the spend by supplier we can determine whether there are opportunities to consolidate the 
purchase of like items and so driver better terms and discounts. 

ü Opportunities to reduce costs by reducing interest charges and grouping of payments to avoid 
trivial amounts that run up excess bank charges, 

ü Ongoing risk management value of a plausible deterrent to future irregular conduct. 

5 TRIGGERS 

The following red flags are indicators that can trigger a need for a D3CIFER review.  The common ones in a 
Purchase to Pay process are: 

¶ a history of payments problems, 

¶ decentralized purchasing systems, 
¶ adoption of an e-commerce system, 
¶ conversion to a new payments system, 

¶ large number of supplier credit notes, 
¶ suspicion of fraudulent, irregular activity, 

¶ job insecurity, low morale, downsizing 

¶ inadequate accounts payable reconciliations being performed by client staff, 

¶ uncleared amounts in bank and creditor reconciliations, 
¶ large number of adjustments to invoices and payments, 
¶ newly appointed CFO, VP Finance, Director of Purchasing. 

6 POSTIVE SPIN-OFFS 

As mentioned before there are a number of positive spin-offs resulting from D3CIFER and its underlying approach.  
Firstly it can be a useful auditing tool.  Secondly it can provide the organization with an opportunity to add value in 
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a tangible way, especially in cash recovery.  Thirdly, it can provide a diagnostic capability in a consulting 
engagement by acting as an effective tool in a current state assessment of a payments, sales or payroll process, 
aiding in the design of a future state.  Fourthly, it can aid in a post-implementation review of a new system. 

 Continuous Controls Monitoring (CCM) 

Perhaps the most compelling model for D3CIFER is to incorporate it into a continuous auditing model as envisaged 
by The Sarbanes-Oxley Act - Section 404.  By incorporating the D3CIFER code and logic into an existing CCM model 
the organization is equipped with a useful and powerful tool to address the issues of business risk on a continuous 
basis. 

7 CONCLUSION 

We have introduced an innovative solution, D3CIFER, which can assist auditors in all organizations to be positive 
contributors to identifying and managing risk, improving business processes and have a positive impact on cash.  
After all executives are alerted to solutions that answer the question:  “Show me where the money is”.  D3CIFER 
does just that - It is impactful and actionable and precise.   

This solution is part of the D3CIFER family of solutions from E Kriel and Associates Inc. which harness the power of 
Analytics to extract hidden value from data in the areas of Risk and Control. 

For more information on this solution, you can contact E Kriel and Associates Inc. at: 

Web: www.krielassoc.com     www.d3cifer.com 

Email: info@krielassoc.com 

Voice: +1 (416) 451-3919 
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